Scammefé and f'éves are looking to unlock and
empty your cash vauit!




Complaint and Loss Trends since 2020
900,000 m Complaints Losses $18,000,000,000

880,000 $16,000,000,000

Colorado
was 12th in
losses per
100K
citizens at
$4,087,582
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In 2024, Colorado ranked 17t" for complaints at 14,848

2021 2022 2023 2024

and 17t for losses at $243,517,403 ($16,400/complaint)
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Why Worry About This Stuff?

The full 47-
page report
is available
online...just
search,
“2024 IC3
report”

Crime Type
Phishing/Spoofing
Extortion

Personal Data Breach

Non-Payment/
Non-Delivery

Investment

Tech Support

Business Email
Compromise

Identity Theft
Employment

Confidence/Romance

Government
Impersonation

Credit Card/Check Fraud

Other

Descriptor**

Cryptocurrency

Complaints

193,407

86,415

64,882

49,572

47,919

36,002

21,442

21,403

20,044

17,910

17,367

12,876

12,318

149,686

Crime Type
Harassment/Stalking
Real Estate
Advanced Fee

Crimes Against Children

Lottery/Sweepstakes/
Inheritance

Data Breach
Ransomware

Overpayment

IPR*/Copyright and
Counterfeit

Threats of Violence
SIM Swap
Botnet

Malware

Complaints

11,672

9,359

7,097

4,472

3,690

3,204

3,156

2,705

1,583

1,360

982

587

441

The 2024 IC3
report defines
these crimes
in an appendix
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"How to avoid social
engineering attacks

O




Y iI or phone

to mes

Overly flatterm assages C nes that share sympathetic stories
about a sick child or a S|mllar tragedy

Refusing to join live video conferences or meet offline - you shoulid
never meet an unknown person in real life

Popups and/or requesting remote operation of a device




CONTENTS UNDER
EXTREME PRESSURE

HANDLE WITH CARE

their identity

6.

Instead trust and also verify."
7. Never purchase crypto assets from someone you've only met online

8. Never download files or click on links sent to you by strangers

oo

and unknown numbers...also be suspicious of QR codes






K (@ Hne  up-to-date

e O F er and those
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offered via a website

AIRA

Adjust your brow er — SE mgs
Enable private browsmg and don’t track or sell data
Enable clearing of the of all site data, cookies, history, etc.
Don’t store any passwords
Block cross-site cookies, cryptominers, fingerprinting, popups,

and installing add-ons; and possibly page caching (limitations)
Disable popups...if you see a popup chances are it is malware



KEEP YOUR ACCOUNTS SAFE WITH

| STRONG PASSWORDS

AND PASSWORD MANAGERS

" ‘




Lowercase
Letters

Number of
Characters

Upper and
Lowercase
Letters

Numbers, Upper
and Lowercase
Letters

Numbers, Upper
and Lowercase
Letters and Symbols

R

Don’t use
guessable
passwords

1 Second

4 Seconds 21 Seconds 1 Minute
4 Minutes 22 Minutes 1 Hour
6 Seconds 3 Hours 22 Hours 4 Days
2 Minutes 7 Days 2 Months 8 Months
1 Hour 1 year 10 Years 47 Years
1 Day 52 years 608 Years 3K Years
15 2 Seconds 4 Weeks 2K Years 37K Years 232K Years
16 15 Seconds 2 Years 140K Years 2M Years 16M Years
17 3 Minutes 56 Years 7M Years 144M Years 1Bn Years
26 Minutes 1K Years 378M Years 8Bn Years 79Bn Years

 base
isswords on
‘personal
~information

Random vs
passphrase or
unrelated
words

Use strong passwords...table based on ChatGPT enabled cracking
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D  new location

Two-factor au
when possible

\

 Text to your phone (okay)
- Use an authenticator app (better) such as the Google or
Microsoft Authenticator (does passkeys t00)

%
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ALLIANCE

f_. J -j process
~ 1ttern

L

Need t re ...some websites
require an exist .y pPassword and 2FA)

The passkey is stored in the user’s password manager (default is the

operating system manager), or a physical security key (hardware device)

If using a physical security key purchase two and
register both of them...place one in a safe location

as a backup to a lost primary key



BprotonMail Aol Mail g@“‘

M B=
YAHOO!

n EJ 0 Vandex

- nail provider

as and

) Billing Support | Yesterday er over an email to verify the

= Yousdautom... 74 ' sender...some look legitime, but if in
noreply-notJf|cat|on3256204@alangoa.com] dOubt se“d to the spam fOIder al'ld delete

To unsubscribe or not...if you know it’s an email you
signed up for (e.g., Kohl’s, etc.) then its likely okay,
/} otherwise send to junk or block
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vered, but if
it goes straic , they will likely
think it is an abandoned email address Junk E—

I W Trash
Remember, a bad actor wants you to respond quickly

& Archive
(urgently) to override caution

B9 Junk =
Universal tip: Pay for items on websites you don’t

normally use, or via social media using a tokenized pay
method (e.g., PayPal)
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phc ne number, but it’s
o just report as junk and delete

Remember, a bad actor wants you to respond quickly
(urgently) to override caution

%



s, etc.
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Good old OSINT v hakes it possmle
to find out who you know and w you are domg via
friends and through multiple somal media sites you use

Al makes it possible to create very real and misleading
calls using your loved one’s voice from TikTok and other

media sites




bounce Yesterday

Natalie Rivera 11:48 AM O
D % bounce check 2.8KB
N '
Y _ 3.7KB Customer Support Yesterda
y _
nxu760443@gmail.com O _ 3
% Unable to Delive... 318.5 KB = + R
11:48 AM 0 eliteteam.office@i... Yesterday . - r
vz
l... @ 273.7KB % Newname,... @ 6153KB =
g . 0 Victoria Russell Yesterday I ;paste request
'our Order Is Successfully Confirmed 12345 3701 74287877496 | % YourPayme... ¢ 461.4KB -

U Alert!

®
&\ WARNING! T

B
BB~4 4 Your PC is infected by the malware and your antivirus

YOUR COMPUTER MAY BE INFECTED: = & b et alist e gegbadk e
¢ Filters v

Pinbmaks o imion Bas buis somadatinm sonsse avbls oo

System Detecled (2) Potentially Malicious Viruses: Rootkit.Sirefef.Spy and Trojan.FakeAV-
Download Your Personal & Financial Information MAY NOT BE SAFE.

To Remove Viruses, Call Tech Support Online Now: Me ssag e S & DU EOMPUTSR S COMPROMISE
1(888) 643-9730 Click here to fix now
DIy VR S +91 96687 17180 onevenadvlic.com
' Y Open

X




£ escalate. Once you call in, we
H Have direct access to verify any
and all outstanding issues through
+818 2078 wad our agency line. No delays. Call
me now at 202-443-16 and 07. A
6162078928 Deposited a new quick conversation could
message: determine if you qualify to
"Hi, this is Miranda Davis calling significantly reduce or even clear
on behalf of Michelle Combs's what's owed. Do not send any

office with the Resolution payments until we speak again. My
Department for American Tax number is 202-443-1607. If you'd
Consulting, and I'm following up prefer to stop further contact,
after | was alerted to your account simply call the number that

during a recent system update due appeared on your caller ID."

to potential unresolved filings and

outstanding tax balances. This Recents

could be your final chance to take Q Search

advantage of updated relief N +616 2078 928

programs before penalties Australia
616 is Grand Rapids, Ml...a spoofed phone number...the 202 number?
The “NZ company” has a barebones website circa 2021

The 616 number was allegedly linked to a fake fundraiser in 2021




Online Security

Are Public Wi-Fi Networks
Safe? What You Need To Know

Here's what you need to know about your safety
when you connect to a public Wi-Fi network.

How To Remove Your Personal
Information Before You Get
Rid of Your Computer

How to remove your personal information from
your computer so it doesn't end up in the hands
of an identity thief.

How To Secure Your Home
Wi-Fi Network

How to protect your home wireless network.

How To Protect Your Phone
From Hackers

Four steps to protect your phone from hackers.

How To Remove Your Personal
Information Before You Get
Rid of Your Phone

Before you trade in, sell, give away, or recycle
your phone, remove your personal information.

Malware: How To Protect
Against, Detect, and Remove
It

Learn how to protect yourself from malware.

How To Recover Your Hacked
Email or Social Media Account

What to do if you think your email or social
networking account has been hacked.

How To Secure Your Home
Security Cameras

There are steps you can take to secure your
home security camera. Read on to learn more.

Mobile Payment Apps: How
To Avoid 2 Scam When You
Use One

Learn how mobile payment apps work and how
to avoid sending money to a scammer.
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And many other organizations ';g., Apple,
Google, Microsoft, etc.)
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